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1
Impacts 
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	
	
	
	

	No
	
	
	
	
	

	Don't know
	X
	X
	X
	X
	


2
Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a … 
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent Work Item 
	Parent Work Items 

	Unique ID
	Title

	
	


2.3
Other related Work Items and dependencies
{List here other Work Items which relate to the proposed one, such as preceding SI or a preceding WI (e.g. if further enhancing a feature).}

	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	{optional free text} 


Dependency on non-3GPP (draft) specification: 
{This section is to be typically used to identify the IETF dependencies. Delete the header "Dependency on non-3GPP (draft) specification:" if no such dependency.}

3
Justification

In Rel-15, SA3 has carried out study on threats, requirements and solutions for the security of 5G system. In Phase 1 of 5G, SA3 specified security architecture and protocols, including enhanced functionality to improve security and privacy compared to 4G, enhanced protection for multiple NAS connection and initial NAS message, AS security with user plane integrity protection and per DRB security protection, enhanced privacy including permanent identifier encryption, and avoidance of SUPI paging.
SA3 studied solutions for RRC idle mode from AS security perspective with respect to UE detection of rogue gNBs, but left them out of normative specification of Rel-15. For system information verification using digital signatures solution to mitigate the replay attack, it was observed that the size of protected system info can get larger due to the digital signature and timestamp parameters, thus more evaluation was deemed needed. UE verifying gNB with ‘System Query’ solution requires the UE to communicate with the network despite of being in RRC Idle state. There was no prevention type solution specified in Rel-15, only a passive MDT based solution. Thus, UE may camp on a false cell during RRC Idle state leading to a possible denial of service or availability attack (such as public safety warnings, incoming emergency calls, real-time application server push services, proximity services, etc.) As some services,like ETWS, are offered to the UE in the RRC idle mode through System Information Blocks (SIB), it is necessary to consider and to ensure that the UE receives those services, which would not be the case if the UE is camping at a rogue gNB.
From RRC control plane signalling (unicast messages) perspective, there are still procedures performed before AS security activation, including RRC connection setup procedure, UE identity acquisition procedure, UE capability information transfer, and DL/UL Information transfer procedure, etc. Those unicast messages may need protection as well, given most of the reported hackings on the LTE networks has been on the unprotected initial messages like Attach Reject (EMM error codes), Tracking Area Update Reject etc., which are transmitted over the air interface before AS security activation.
4
Objective

Study the potential threats and privacy issues associated with false base station scenarios.
Identify the potential solutions for mitigating the risks caused by false base station.
5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	Internal TR
	33.XXX
	Study on 5G security enhancements against false base stations
	TSG#82
Dec 2018
	TSG#83
March 2019
	Ivy Guo, Apple, ivy_guo@apple.com:




{Note 1: Only TSs may contain normative provisions. Study Items shall create or impact only TRs.
"Internal TR" is intended for 3GPP internal use only whereas "External TR" may be transposed by OPs.}
{Note 2: The first listed Rapporteur is the specification primary Rapporteur. Secondary Rapporteur(s) are possible for particular aspect(s) of the TS/TR. In this case, their responsibility has to be provided as "Remarks".}
	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	
	
	
	


6
Work item Rapporteur(s)
Ivy Guo, Apple, ivy_guo@apple.com
7
Work item leadership

SA3

8
Aspects that involve other WGs
None identified yet.
{Specify all the other WG(s) to be involved and, if specific, their task. E.g.: "SA2, SA3, SA5. CT6 for storage, and potentially SA4". If not applicable, indicate "None" or "None identified yet".} 
9
Supporting Individual Members
	Supporting IM name

	Apple

	Vodafone

	T-mobile

	InterDigital

	CAICT

	Lenovo

	Motorola Mobility

	vivo

	OPPO

	AT&T

	China Mobile

	BT

	Samsung

	NIST

	Deutsche Telekom

	Qihoo360

	Huawei

	Hisilicon

	Ericsson

	Intel

	ZTE

	Orange


